Personal Management System
Worfklow & Information

Most important features)

Y

Insert Insert
notes Passwords
s - API ¢
— *
External Server
NPL
( DB ) "Notifier Proxy Logger’ @ |= == = = == = = e e = e e e = = = = = - Crons
(NPL)
I i
]
Password o Login Page

Credentials valid? No - "send-discord-messages” "send-emails"

YES
Raspberry Pi4 . . Encryption
“"Local Network" key R
I l Check session < (NPL)
[ DB
|
I |
1 |
PERSONAL MANAGEMENT |
SYSTEM (PMS)
________ € —C- Crons l Session Expired? Yes Handle entries
"Raspberry Pi4 -> Local Network" |
v 1 ]
|
[ |
. | ! Y
. . | m 9
Prepare
Is allowed IP? No "transfer-schedules-to-notifier-proxy-logger" "transfer-data-to-pms-io" l content Send to Send to
[ DISCORD MAILBOX
|
|
Yes |
l !
\J Y T h
: |
1st level password L Login Page Handle entries 4— e ot :
i .
I A A { A A
[ |
[ |
| \/ I
I |
I Credentials valid? No Reject - I
I |
I |
1 YES (PMS) |
— DB :
(PMS) Y I
DB .
Check session I
|
: |
: |
|
| AL :
| Encryption Handler
|
I A
I : Y
|
| Insert Insert
| | notes Passwords
|
|
: Prepare l
content . . . |
: Reminder 1 Reminder 2 Reminder 3 pr—-(  |Oad e API e
|
I A A A ———— |
I Decrypt ) (PMS) |- t
' OB : —
| External Server
2nd level password (PMS-10) "Personal Management System - 1/0" - = = = = = - Crons
! DB (PMS-10)
I
N Is system o I
i unlocked? s |
Schedules
.—'
\/ Calendar Notes Passwords Save I |
Show Show hidden ' J J I ,
imite content 1 l ! : l
content |
I I | I |
I I '
| I
[ I Password
| I I I -
l l l l l PRp—— : Y
S ———
I ! | n - Save . Y
. All other : — Login Page >\ Encryption Key clean-tables-data
Grant access i > Modules ~ T 71 modules I
T | U e e e e e e e L oo Encryption
I l = Y
l Igggisn ?rg N Reiect Check user activity
\/ Y, W o - g timestamp

Valid?

f
- Whole module is hidden t
Globally Visibl X
c;nid);lelsSI € Hidden modules behind 2nd layer |
password
Visible modules can have 4
records hidden Yes

Y Is waitin
N g
‘4 No. Retry timeout? Is active? Yes
\
Hidden records
of modules ) 1
Data present in No=——p i
database?
No
Yes
’
Encrvorti : . . y Y
ncryption key is stored only in session for

Encryption
checksum
equal?

duration of being logged in. d

N»@ow empty te@ Session data Handlers

Only data checksums are being compared

Yes

Clean
modules data

Load

c Deny inserting data
Encryption Key

Session Expired? Yes Remc;:srsr;c;rgggﬁn &

Show
decrypted
data

] Encryption Handler <

(PMS-10)
DB

A

Update
activity
timestamp

User clicks
on page




	PMS workflow
	Page 1


